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a b s t r a c t
With the growing availability of public open data, the protection of citizens’ privacy has become a vital
issue for governmental data publishing. However, there are a large number of operational risks in
the current government cloud platforms. When the cloud platform is attacked, most existing privacy
protection models for data publishing cannot resist the attacks if the attacker has prior background
knowledge. Potential attackers may gain access to the published statistical data, and identify specific
individual’s background information, which may cause the disclosure of citizens’ private information.
To address this problem, we propose a fog-computing-based differential privacy approach for privacypreserving data publishing in this paper. We discuss the risk of citizens’ privacy disclosure related to
governmental data publishing, and present a differential privacy framework for publishing governmental
statistical data based on fog computing. Based on the framework, a data publishing algorithm using a
MaxDiff histogram is developed, which can be used to realize the function of preserving user privacy
based on fog computing. Applying the differential method, Laplace noises are added to the original data
set, which prevents citizens’ privacy from disclosure even if attackers get strong background knowledge.
According to the maximum frequency difference, the adjacent data bins are grouped, then the differential
privacy histogram with minimum average error can be constructed. We evaluate the proposed approach
by computational experiments based on the real data set of Philippine families’ income and expenditures
provided by Kaggle. It shows that the proposed data publishing approach can not only effectively protect
citizens’ privacy, but also reduce the query sensitivity and improve the utility of the data published.
© 2018 Published by Elsevier B.V.

1. Introduction
In the era of big data, information has become a type of strategic resource essential for the development of human society. As
owners of the largest public data resources, governments have the
responsibility and obligation to disclose data resources to society.
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With the growing availability of public open data, the protection
of citizens’ privacy information in the government cloud environment has become a vital issue for governmental data publishing [1].
Although governments are actively deploying government
cloud platforms [2], they contain large number of operational risks.
When the cloud platform is attacked, most existing privacy protection models for data publishing cannot resist the attacks based
on the growing background knowledge. Potential attackers may
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access the published statistical data and identify specific individual’s background information, such as birth date, sex, address, profession, etc. Therefore, the publication of government information
may cause the disclosure of citizens’ privacy [3].
To address this problem, we propose a fog-computing-based
differential privacy approach for privacy-preserving data publishing in this paper. We discuss the risk of citizens’ privacy disclosure
related to governmental data publishing and present a differential
privacy framework for publishing governmental statistical data
based on fog computing. Based on the framework, a data publishing
algorithm using MaxDiff histogram is developed, which can be
used to realize the function of preserving user privacy based on fog
computing. Applying the differential method, Laplace noises are
added to the original data set, which protects citizens’ privacy from
disclosure even if attackers acquire strong background knowledge.
According to the maximum frequency difference, the adjacent data
bins are grouped, then the differential privacy histogram with minimum average error can be constructed. We evaluate the proposed
approach by computational experiments based on the real data set
of Philippine families’ income and expenditure provided by Kaggle.
It is shown that the proposed data publishing approach can not
only effectively protect citizens’ privacy, but also reduce the query
sensitivity and improve the utility of the data published.
This paper is organized as follows. In the next section, the
related background on the privacy issue in e-government cloud
applications, fog computing and differential privacy model is discussed and the gap in literature is identified. Section 3 presents a
fog-computing-based differential privacy framework. In Section 4,
we present a MaxDiff histogram model based on the differential
privacy model, and evaluate the model with real world data sets.
We conclude with contributions and future work.
2. Related work
2.1. Privacy concerns on publishing government information and
opening government data
Acting as collector, manager and owner of administration information/data, governments own the wealth of data in the big
data era and have unique and inimitable advantages over other
social organizations. With the popularization of e-government, it is
well known that governments publish various types of information
on their portal websites, but government data opening is still in
its infancy. The differences between government information publication and government data opening include the following. On
the one hand, government information publication usually refers
to publishing government documents and processed data, while
government data opening refers to opening government owned
raw data sets. Without infringing on national security, business
secrets and individual privacy, different people can analyze the
released data and get different results. On the other hand, the
purpose of government information publication is different from
that of government data opening. Government information publication aims to assure the public right to know, mainly for fulfilling
political and administrative obligations. From the economic and
social development perspectives, opening government data not
only ensures the public right to know, but also enables the social
organizations and individuals to use the published data according
to their needs. The data can be used and reused to produce greater
economic, social and public values.
Compared with the western developed countries, the level of
government data openness in China is still quite low. In April 2016,
the World Wide Web Foundation founded by Tim Berners-Lee,
inventor of the Web, announced the third edition of its Open Data
Barometer global report. According to the report, only the demographic data published by the Chinese government was relatively
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good in terms of data liberalization, with 80% of the data open to
the public; all other types of data, such as government expenditure
data, map data etc., were poorly opened. The score measuring the
national regulatory framework and legislative level for protecting
personal data, one of the important indices to measure data openness, was 1 point (total score was 10 points) [4]. To promote data
openness, the Chinese government has issued a series of related
laws and regulations [5]. For example, the cybersecurity law of the
People’s Republic of China was adopted in November 2016. The
issue of this law indicated that China attaches particular importance to data security and privacy protection, aiming to effectively
facilitate government data opening-up and sharing, and promote
technological innovations and economic and social development.
In May 2017, the State Council of China issued the implementation
plan for the integration and sharing of government information
systems, which clearly stated that the government will push forward to enact perfect privacy-protection laws and regulations, and
ensure government information/data resources to be used comply
with relevant laws and regulations [5].
Whether government information publication or open government data, the risks of privacy disclosure are serious for citizens.
Aiming at this problem, much research has been conducted and
published in different fields such as management, sociology, law,
information technology and so on. But most studies focused on the
analysis of privacy risk, effects of privacy concerns, improvement
of relevant laws and regulations, etc., and there exist fewer works
on privacy protection techniques for government information publication or open government data [6]. Lu Sun et al. constructed
an analysis model of open government data [7]. The application
scenarios of the model were studied, and the application path of
the model was presented. Ling Liu et al. established a preliminary
analytical framework model for personal privacy protection in
the process of open government data, which focused on interests,
culture norms, privacy protection tools and techniques, and the
involvement of non-government entities [8]. However, neither article provides technological solutions for privacy protection under
specific scenarios of publishing government data.
The disclosure of government information or the opening of
government data involves a large amount of personal statistics.
The accurate release of such information will lead to the disclosure
of personal privacy information to a certain degree. For example,
when sensitive information such as personal income, taxes, real
estate, credit, and illegal records is released, if the attacker knows
certain background information (for example, the attacker owns
the identity information of the owners, such as age and gender)
they may be able to identify private information of a target individual by associating the opened data with related background
knowledge; specific examples can be found in Section 4.3. This
paper studies the technical solution for personal privacy protection
in the release of government statistical data and discusses the
method of releasing such data based on differential privacy.
2.2. E-government cloud applications and fog computing features
2.2.1. Advantages and problems analysis of e-government cloud application
In 2012, Liang proposed that the government cloud is a new egovernment model that uses cloud computing to reconstruct the
business processes of e-government systems to enable the centralized distribution, management, and maintenance of government
hardware and software resources through the Internet [9]. Subsequent studies are mainly based on cloud computing deployment
models. They analyze the potential risk issues of cloud computing
in the government department deployment mode, which is the
ground level in the government field situation [10]. Recently, with
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the further promotion of government awareness, researchers began to analyze the key factors in the reasons government departments adopt cloud computing. Yikai Liang explored the decision
mechanism that affects the development of the Chinese government’s government cloud and found that technology driven, environmental factors, cloud provider support, organization preparation and cloud trust have restricted government cloud development [11].
Building the government cloud platform will help the paradigm
shift of e-government from extensive and discrete construction
mode to intensive, integrated and sustainable development mode.
Thus, the government management services’ mode of operation
will transform from fragmented, mutually closed to cross-sectorial
cross-regional, collaborative interaction and resource sharing. In
recent years, government cloud demonstrated its superiority in the
following ways:
(1) Low e-government equipment costs. The government does
not need to invest in building a large number of data centers and
large-scale computer rooms or purchase expensive servers and
storage devices. The information hardware and software resources
are transferred to professional cloud providers. So the government
no longer needs to pay for the maintenance and upgrade of information systems, saving operation and maintenance costs.
(2) The high efficiency of e-government deployment. Much
basic equipment has been deployed on the government cloud.
By configuring the corresponding parameters, the system can be
quickly deployed, thus improving the speed of e-government deployment and applications.
(3) Low difficulty of information sharing and business coordination. Many government departments can share the corresponding
infrastructure. Such sharing of software and hardware among egovernment systems improves the efficiency and expands the
scope of e-government information sharing.
(4) High quality of government service level. Departments can
concentrate their manpower and resources on the business operations of their own departments and devote more energy to public
service improving service level.
The great advantages brought by the government cloud have
attracted the widespread attention of scholars and research institutes. Regard to the security problem of insufficient granularity of user resource sharing access in e-government cloud crossdomain access, YaPing Chi et al. proposed a cross-domain access
control scheme based on user level. This scheme eliminates the
obstruction caused by heterogeneous environment in resource
sharing and provides a fine-grained cross-domain access control
mechanism [12]. Jinxing Bi et al. analyzed the motivation and mode
of constructing a government cloud by examining government
administrative reforms and clarified the role of the government
cloud in building a service-oriented government [13]. Sallehudin
explored the impact of cloud computing on IT business performance through empirical analysis. The above methods have given
some solutions to the specific problems of the government cloud.
But most of them use traditional methods such as discussion value,
case study and questionnaire [14]. The above methods provide a
solution for specific government cloud problems, but the degree of
processing is limited, which cannot solve the fundamental problems.
While the government cloud provides high efficiency, high service and low cost advantages to the government, there are still
some shortcomings:
(1) High latency. The distance from the user leads to higher
network latency. Applications with high real-time requirements
are difficult to deploy in the cloud.
(2) Low reliability. It is difficult to protect the security of users’
data on the government cloud platform to a certain extent. When
the cloud platform encounters attacks, the user data may be leaked,

resulting in a major security incident. Due to the longer communication path from government terminal to government cloud, the
risk of attack is increased.
(3) Strong congestion. A large number of government-owned
sensor devices continuously transmit raw data to the core network,
causing congestion in the core network.
In view of the above problems, this paper studies the problem of
user privacy under the mode of a government cloud-fog hybrid
computing model and deeply explores the key technologies in
the privacy protection of fog computing to realize user privacy
protection with fog computing.
2.2.2. Fog computing and fog calculation
The traditional e-government cloud cannot meet the requirements of real-time, high reliability applications. The government
needs a new computing model to meet future applications and
make up for the shortcomings of the existing government cloud.
The fog calculation is proposed in this context.
Fog computing falls between cloud computing and personal
computing, and it is a semi-virtualized service computing architecture model, which emphasizes quantity instead of the capacity of
a single computing node. As a cloud computing extended virtual
platform, fog computing is usually located between users and
cloud computing’s data centers. It provides services with low latency and low network data traffic. In general, the service structure
of fog computing can be divided into three layers [15]:
User layer. As the bottom layer of the three-tier structure, it
consists of a large number of intelligent terminals and massive data
generated by these intelligent terminals. For government agencies,
the user layer can be the existing devices used by data acquisition,
storage and so on.
Fog layer. The fog layer located in the middle is deployed on
the distributed fog server in the geographic location and sets up
a bridge between the intelligent terminal and the cloud. Each
fog server is a highly virtualized computing system similar to a
lightweight cloud server. The data uploaded by the user layer
are processed intelligently by equipping a large number of data
storage, computing and wireless communication devices.
Cloud layer. As the highest level of the three-tier structure, the
cloud layer is the integration of multiple high-performance servers
with high computing power and application resources.
The advantages of fog calculation are as follows.
(1) Reducing network latency. Fog platforms shorten the distance between the user terminal to the cloud communication path
by combining the geographically similar hardware devices, so the
transmission efficiency has been improved.
(2) Improving data security. Users in different regions can set up
their own fog nodes according to their physical locations and user
properties. They also can implement user information isolation by
deploying their services on their own fog nodes.
(3) Easing the pressure on the core network. The Fog on fog
layer can process and analyze of user information by its computing power. It only sends necessary information and has high
performance computing requirements to the cloud, reducing the
pressure on the core network.
Based on the above advantages, the fog can make up for the
shortcomings of clouds. It can also cooperate with the cloud.
Fog computing is an extension of cloud computing, rather than
a substitute for cloud computing. Fog can filter and aggregate
user information and anonymize user data to ensure privacy. It
also can process data initially to make real-time decisions and
provide temporary storage to enhance user experience. Relatively,
the cloud can be responsible for a large amount of computing or
long-term storage tasks (such as historical data preservation, data
mining, state prediction, overall decision-making, etc.) to make up
for the shortage of single fog nodes on computing resources. In
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this way, the cloud and the fog together form a mutually beneficial computing model that can better adapt to the application of
Internet of Things.
At present, fog computing research mainly introduces application scenarios and analyzes existing problems; there are few studies on privacy protection in fog computing. Shanhe Yi discussed
security and privacy issues in the fog computing environment
and provided a general solution to the problems of data storage
security, computational security, network security, and privacy
information security [16]. In 2016, according to the existing fog
computing architecture, Stojmenovic et al. [17] analyzed the characteristics of man-in-the-middle attacks by detecting the CPU and
memory consumption of the fog computing nodes and proposed
introducing authentication technology to the connection between
fog and cloud. Lee et al. [18] analyzed the security problems of
fog computing in the Internet of Things and explored the potential
threats of the fog calculation. The above articles remain at the level
of solution formulation and do not provide specific solutions to
specific areas or problems.
Therefore, it is of great significance to study user privacy in
cloud-fog hybrid computing model, for both academic and practical applications.
2.3. Common privacy-preserving methods
The study of privacy issues in data publication started with
statistical databases in the 1970s. There are two types of data
in statistical databases: data in the form of relational tables and
data sets of the individual-related records [19]. Later research
focused on how to balance the availability and confidentiality of
the data in the publication process. In order to prevent privacy
disclosure in data publication, the academic community has put
forward many methods and theories, but a lot of privacy protection
issues in various scenarios of data publication still need to be
studied and solved. For example, through linking a published data
set to relevant background knowledge, the potential attacker may
guess the target individual’s privacy information with a higher
probability [20]. The goal of privacy protection in data publication
is to enable the data to be published without disclosing privacy and
provide published data to users with lower information loss and
higher data utility.
With the enforcement of policies on opening and sharing government information data resources, the privacy issues in government data publication have received increasing attention from
government departments and academic communities. Now commonly used privacy-preserving technologies can be divided into
three categories as follows [21]: (1) Privacy-preserving technologies based on data encryption. The quasi-identifier attributes or
sensitive attributes in the data set are encrypted by using certain
encryption algorithms. This type of technologies, which have high
security performance and high computing cost, are widely used in
the field of cloud computing. One of the guidelines of government
information publication or data openness is that the published data
can be accessed without authorization, so the privacy-preserving
technologies based on data encryption are not applicable to the
application scenarios for government data publication. (2) Privacypreserving technologies based on limited release. The selected
data is published according to the specific scenarios. These technologies can be easily implemented, but the published data may
have lower utility. And the incompletely published data does not
conform to the data integrity requirements in government data
publication, making it difficult to produce more value using the
data. (3) Privacy-preserving technologies based on data distortion.
This type of technologies processes the raw data to distort it, while
still keeping some pieces of data or data attributes unchanged to
maintain certain statistical properties. They usually have higher
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efficiency performance, and can meet societal demands for open
government data, such as unauthorized access, data integrity,
availability, publicity, etc.
In order to resist attackers who have background knowledge,
many different privacy-preserving methods that can be used in
data release have been proposed. The K-anonymity model [22] is
a division-based method, that can be used to reduce the risk of
privacy disclosure to a certain extent. The K-anonymity model indicated the development direction of privacy-preserving technologies. It can protect against the threat of privacy disclosure caused
by linking attacks through breaking the associations between individuals and tuples in the data table. But it cannot break the association between the individual and sensitive values, and cannot resist
background knowledge attacks and homogeneity attacks [23,24].
To solve the problems of K-anonymity, the L-diversity model was
proposed [25]. It ensures that at least l distinct value exists for
the sensitive field in each equivalence class. The l-diversity model
handles some of the weaknesses in the k-anonymity model where
protected identities to the level of k-individuals is not equivalent to protecting the corresponding sensitive values that were
generalized or suppressed, especially when the sensitive values
within a group exhibit homogeneity, but its effectiveness is limited
to the specific type of privacy attacks. So it cannot be generally
used to protect privacy in data publication. Subsequent researchers
proposed improved privacy-preserving models, such as (a, k)anonymity model [26], and (k, e)-anonymity model [27]. However,
various traditional approaches to anonymizing public records had
been demonstrated to have privacy disclosure risks when the
attackers have ad hoc attack and enough background knowledge.
The differential privacy framework was proposed to protect
against these kinds of de-anonymization techniques [28]. It identifies new techniques for limiting privacy risk. It provides means to
maximize the accuracy of queries on statistical data set published
while minimizing the chances of identifying individual record.
Therefore, it is possible to provide accurate statistics while still
ensuring high levels of privacy in the cases of government information/data publication [29]. Therefore, our research work was
conducted to explore a new privacy-preserving solution for government statistics publication based on the differential privacy
model.
2.4. Data publishing based on differential privacy histogram
2.4.1. Statistical histogram representation
There are different forms of government data release. The Chinese government has changed the way statistical data. Traditionally, statistical data was released in press conferences. Now it is
mainly published through networks according to defined categories, involving multiple statistical indicators such as industrial
producer price index, consumer price index, real estate price index,
retail sales of consumer goods and so on. Because of the sensitivity
of the stored information, the government’s statistical databases
generally do not support a query for single record information. The
statistical summary of data is open to the public. Many government
websites often utilize histograms as a tool of data publication and
presentation.
The histogram was introduced by famous statistician Karl Pearson to describe and estimate the probability distribution of a random variable (quantitative variable) [30]. By dividing the attribute
domain values of the statistical object into a series of intervals
(bins) and then counting how many values fall into each interval,
a histogram can be constructed. The histogram can be used to
intuitively show the statistical summary information in the bins,
so the histogram becomes an important tool for the information
publication and presentation of statistical databases.
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Definition 1. The domain D of X is the set of all possible values of
X, and the (finite) value set V (∈ D) is the set of values of X that are
actually present in R. Let v = {v i : 1 ≤ i ≤ D}, where v i < v j, when
i < j. The spread si of vi is defined as si = vi+1 − vi , for 1 ≤ i ≤ D.
The frequency fi of vi is the number of tuples t ∈ R with
t. X = v i. The data distribution of X is the set of pairs T =
{(v1 , f1 ) , (v2 , f2 ) . . . . . . , (vD .fD )}. A histogram on attribute X is constructed by partitioning the data distribution into β > 1 mutually
disjoint subsets called buckets and approximating the frequencies
and values in each bucket in some common fashion. The buckets
are determined according to a partitioning rule that seeks to effectively approximate T .
Histograms are generally equal width, widened, biased at both
ends and other types. The widened histogram has the same depth
(or equal height), V optimal (V-optimal), compression, maximum
difference and other types [31]. Among them, MaxDiff histogram,
the largest difference histogram, can estimate the data distribution
more accurately, and the time complexity and spatial complexity
are smaller than V optimal, so MaxDiff histogram can be used to
estimate the data distribution.
Query processing for histogram data models refers to similarity query processing. Range Query is a common similarity query.
The histogram’s range query returns all histogram records in the
database and in the similarity of the histogram records, which is
less than a certain threshold.
2.4.2. Differential privacy model
In 2006, Dwork proposed a new definition of privacy protection,
based on the assumption that the increase or delete a record on
the impact of the data set is small [28]. If the effect is within the
acceptable range of privacy disclosure, the attacker cannot obtain
the citizen’s information. Dwork’s proposed privacy model makes
it possible to achieve privacy protection in a strong context [32,33].
Definition 2. Let A be a randomized algorithm. Let D, D′ be two
data sets that differ in at most one entry (we call these database
neighbors). Let ϵ > 0. Define A to be ϵ -differentially private if for
all neighboring databases D, D′ . For final result B, we have
Pr [A (D) = B] ≤ eε ∗ Pr A D′ = B

[ ( )

]

To achieve differential privacy protection, we need to add noise
to the results of the query. The common noise adding mechanism
is the Laplace mechanism.
Definition 3. First, let Dn − > R, and let ∥ · ∥ 1 be the usual L1
norm. Define GS(f ). The global sensitivity of f, for all neighboring
database D1 , D2 is defined as
GS(f ) = ∥f (D1 ) − f (D2 )∥1
Let f be defined as before and ϵ>0. Define randomized algorithm M as
M(D) = f (D) + Lap ⟨GS(f )/ϵ⟩
Then M satisfies ϵ -differential privacy.
Theorem 1. Let A be a randomized algorithm. Dn is a data set; D
is divided into disjoint subsets of D1 , D2 . . . Dn . Define A to be ϵ differentially private if for database D. Then we have A satisfies ϵ differential privacy for all neighboring databases.
Differential privacy can solve two shortcomings of the traditional privacy protection model [34]. First, the differential privacy
model assumes that an attacker can obtain information about all
other records except the target record, and the sum of these information can be understood as the attacker can master the maximum

background knowledge. Under the assumption of the largest background knowledge, differential privacy protection does not take
into account any possible background knowledge that an attacker
has, because these backgrounds cannot provide richer information than the largest background knowledge. Secondly, since it is
based on a solid mathematical foundation, the privacy protection
is strictly defined and provides a quantitative assessment method,
making the data sets under different parameter processing provided by the privacy protection level is comparable.
2.4.3. Histogram construction based on differential privacy model
Differential Privacy Protection Histogram Publishing is a histogram publishing method based on the differential privacy protection model. It achieves the purpose of protecting privacy by
adding a certain distributed independent noise to the histogram
count. The problem of constructing a differential privacy histogram
is to discuss how to improve the data availability of the constructed
histogram as much as possible while protecting personal privacy.
Dwork first proposed a noise-enhancement differential privacy
histogram, named LP-histogram or LP-algorithm, based on equal
width histogram [28,35]. However, due to the fact that the Dwork
method does not optimize the count query which has a large query
span when adding noise, it cannot provide good support [36].
Xiao’s proposed Privelet wavelet tree can support long-range technology queries, but because of its complexity, the time complexity
is high. Hay proposed a hierarchical summation method based on
the k-tree, it is called the Boosting approaches [37]. Boos-12 has
further validated Boost, pointing out that the differential privacy
histogram release of a full 12-fork tree will achieve better results,
but the Boost algorithm is only applicable to one-dimensional histogram. Li generalized the Boost method and the Privelet method,
and proposed a new differential privacy protection technique.
Under the premise of the known query workload, the technology
can obtain the optimal error of a query result. Since the query
workload is further optimized on the basis of Boost and Privelet,
the computational complexity of a query based on query workload
is too high, so it is not suitable for large data sets. Xu proposed
the NoiseFirst and Structure-First algorithms, which are grouped
by using the V-optimized histogram construction method, but it
is assumed that the number of known packets is required, which
is difficult to meet in reality [38]. Li Yang proposed the IDP Kmeans clustering method, which addresses the problem that the
data in K-means deviates from the center point after adding noise.
It divides the data set into k subsets, then adds noise to k subsets,
and takes the new center point as the initial center point. This
method improves the accuracy of clustering under the premise that
the amount of noise and the privacy protection level is unchanged.
Based on the literature of related methods, we found that there
is relatively little prior research on privacy protection in the context of government data publishing. In view of the risks of privacy
leakage in the process of government data publishing, most studies
have focused on analyzing existing privacy risks and improving
corresponding legal systems. There is insufficient attention on the
specific application framework and applicable privacy protection
methods in government data release and sharing. Although subsequent a lot of scholars have perfected the differential privacy
histogram algorithm, but it is difficult to avoid the difficulty of
using the complexity of the algorithm, and the data availability is
not ideal. In particular, LP-histogram is a simple and easy differential privacy histogram construction scheme. Since the LP-histogram
uses all privacy budgets for adding noise to each frequency value
of the original histogram frequency sequence. The scope counts the
query results of the query, so the LP-histogram can well support the
unit-wide count query, returning high-accuracy query results for
it. However, because the LP-histogram does not optimize for count
queries with large spans when adding noise, it cannot provide good
support for such queries.
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This research studies the privacy protection method in the
release of government statistics, that is, it is assumed that the
attacker cannot obtain the personal privacy information accurately
from the open histogram data regardless of strong background
knowledge (such as the only one to determine the person’s year
annual income, total assets, real estate value, etc.), while improving
the availability of published data. Therefore, according to the characteristics of the statistical data released by the government, and
aiming at the existing problems, and shortcomings of the above
methods, we propose a new method for a MaxDiff histogram based
on differential privacy.
3. A fog-computing-based differential privacy framework
In this section, we provide a fog-computing-based differential
privacy framework for publishing governmental statistical data.
This framework consists of a data publishing architecture and a
privacy preserving process. The data publishing architecture is the
foundation to support the privacy preserving process, and thus
the privacy preserving algorithm running in the process. To takes
into account the privacy risks inherent in the e-government cloud,
we use a cloud-fog hybrid model to support the data publishing
architecture. It can not only make full use of the computing and
storage resources that are idle on the edge, but also reduce the
aggregation of data in the cloud and thus reduce the potential for
private data leakage.
3.1. Cloud-fog hybrid model based data publishing architecture
The data publishing architecture outlines the computing components and information paths that support governments to collect, analyze, and publish public data. As shown in Fig. 1, a traditional government data publishing architecture, user data is
transmitted directly to the E-government cloud. In this model,
the data privacy preserving algorithm runs on the E-government
cloud. There is a risk of privacy violation in the cloud, if the Egovernment cloud is attacked. Therefore, we propose a cloud-fog
computing model for the data publishing architecture, which can
utilize the government cloud and fog computing to jointly promote
the government’s public data and improve its level of modern
governance. Instead of directly transmitting data to the cloud,
users transmit raw data to the government fog, The government
fog will store the raw data and release the privacy preserving data
to government cloud for data publishing.
There are several advantages of using such a cloud-fog hybrid
computing model for government agencies to perform public data
publishing:
(1) The privacy preserving algorithm can run on existing computing equipment and resources within the government, reducing the
expenditure on large quantities of high-performance equipment.
(2) Multi-party terminals or network edge devices to can serve
as data storage, reducing the need for high bandwidth and high
performance of government clouds, improving data processing
efficiency and reducing the cost of building government clouds.
(3) Utilizing the privacy protection functions from fog computing
to improve the security of government data release and increasing
credibility.
Therefore, we propose to use the government cloud-fog hybrid
computing model to help the government solve information security problems and data delay problems in the process of smart city
construction, and improve the level of government services. For
example, with the advent of the era of social media, internet users
are accustomed to expressing their opinions on social platforms.
As a potential critic, the government needs to understand and
judge public opinion as soon as possible. So, real-time has become
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the key to the government’s public opinion monitoring. By using
the government cloud-fog hybrid computing model, the fog layer
can filter the public opinion information, aggregate information,
deal with incidents in real time and transmit statistical data to
the cloud. Due to its powerful computing power, we can help
the government forecast the development trend of public opinion
and guide decision-making by big data analysis of multi-party
information.
Cloud-fog hybrid model based data publishing architecture can
take full advantages of the storage computing resources that the
government equipment itself is idle. At the edge of the network,
it can effectively process the collected information and only transmit data with special needs to the government affairs cloud. This
approach takes into account the privacy risks inherent in the egovernment cloud itself and should reduce as much as possible
the aggregation of data in the cloud to reduce the potential for
leakage of private data. For instance, governments have established
internal government data centers to comply with the development
of big data. The main function of data centers is to collect and store
information. The data sources are extensive, including external
data sources, such as the Internet, mobile Internet, Internet of
Things, social media, etc., generated by public opinion comments,
real-time location data and internal data sources, such as government business data. The government’s internal data center is
the main component of the government’s fog layer. The raw data
collected by the government is stored and aggregated in the data
center server in the fog layer. The equipment covered by the data
center can be an integral part of the fog layer and provide data
storage and calculation capabilities. The government owns and
maintains the fog server node (data center equipment). The privacy
protection process is performed on the privacy server included in
the government fog layer.
Based on the existing government cloud platform infrastructure, combined with the idea of fog computing and considering
the needs of privacy protection, a differential privacy protection
framework based on government cloud platforms is designed, as
shown in Fig. 2. Specifically, the user layer is composed of intelligent terminals and intelligent data generated by third party
social organizations, enterprises and citizen. In general, we believe
that data collected by government agencies is credible, and there
is no privacy leak in data collection and storage processes. The
government fog layer carries out local online analysis of the received data. For example, the traffic department will receive the
traffic information data and transmit the data to the fog processor
for real-time analysis and processing. When the distribution data
provided by the fog layer is transmitted to the cloud, due to the
coexistence of multiple users in the cloud, the leakage of privacy
information may be caused by the relevancy of information.
In order to prevent this phenomenon, we have added privacy
protection settings in the various fog services. Privacy protection
settings ensure the availability of data, and the privacy of user
information is processed, and reduced the risk of data uploading.
The government department can store and transmit the privacy
database data obtained after the privacy protection.
Government clouds receive data from the privacy database for
holistic analysis and processing. The cloud can not only meet the
needs of the government institutions for higher computing performance, but also promote the level of public service. For example,
in the cloud, government agencies can publish data to make up for
the data asymmetry between the public and the government; it can
provide government application services to simplify traditional
processes and facilitate people’s livelihood issues; a large amount
of government data can be analyzed using high performance cloud
processing systems to assist artificial decision-making.
The data publishing process is a multi-level government control
and supervisory process. In the user layer, the local government
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Fig. 1. Traditional cloud model v.s. proposed cloud-fog hybrid model.

Fig. 2. Data publishing architecture.

collects the governmental data from their local users, including
data from social organizations, enterprises, citizens, and the local
government itself. The district government, which is in charge
of several local governments, controls the government fog layer,

storing, aggregating, and masking data transmitted from the user
layer. District governments may own the fog server nodes and are
responsible for marinating fog server nodes. The privacy protection
process is performed by running the privacy preserving algorithms
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• The proposed data is distributed through the MaxDiff-based
differential privacy histogram publishing method to obtain
the publishable data.

• Publish data on its public website to facilitate user queries
and analysis.

Fig. 3. Non-interactive differential privacy protection.

in the fog layer, after which the data will be transmitted to the
cloud. And then, the central government publishes the privacypreserving data in the E-government cloud layer.
3.2. Privacy preserving process
The current differential privacy data protection framework can
be divided into two kinds, namely, non-interactive framework
and interactive framework. When the government publishes its
data to the public or a third party on its website, it uses a noninteractive data release method, as shown below. Non-interactive
framework refers to the data after its release analysts cannot
access the original data, but only the published data through the
relevant data analysis and aggregation query operation. Therefore,
the distribution framework is also called route release. The noninteractive data release pattern is shown in Fig. 3, which is divided into public and private parts. Public part refers to the public
release of data and can be used for any data reception and for
secondary analysis. Private part refers to the original data and data
privacy process privatization, after privacy protection has been
performed.
Specifically, as shown in Fig. 4, the government privacy protection histogram release process is:

• The government searches its database and selects projected
published data consistent with policy and legal norms.

Based on the fog level analysis of the privacy-based government
data release process, it is helpful to establish a government data
release mechanism. Assume that the government data release
process involves three entities. The data resource provider is the
government and other administrative departments. Data resource
demanders include those required by the public, third-party organizations, and other data. The data resource publishing platform
is an administrative cloud platform that receives the privacy data
provided by the data resource provider and uses the visualization
function of the government cloud platform to present the data to
the data resource requester in the form of a histogram. (See Fig. 5.)
4. MaxDiff histogram construction in data publishing based on
differential privacy model
In this section, we use the MaxDiff histogram construction to
illustrate the Privacy Preserving Process. We propose a privacypreserving algorithm, namely the DP-based MDHP (the Differential
Privacy-based MaxDiff Histogram Distribution algorithm). The DPbased MDHP is based on the noise-enhancement method proposed
by Dwork based on the equal-width histogram-based differential
privacy data distribution algorithm (LP algorithm) [28]. We adapt
the LP algorithm that focuses on the privacy protection, and design
the DP-based MDHP as two major components: privacy protection
and histogram data publishing, which can be divided into the
following three steps:
Step 1: Perform differential privacy protection on the original
frequency sequence. By adding Laplace noise to it, data privacy is
guaranteed.
Step 2: Optimize the noise-added data quality. Reconstruct the
equal-width histogram using the differential privacy histogram

Fig. 4. MaxDiff histogram publishing model based on differential privacy.
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Fig. 5. Government data release mechanism.

construction algorithm to determine the reconstructed histogram
bucket boundary with minimum data error.
Step 3: Save the data for release. According to the bucket boundary, the bucket internal frequency value is recalculated, stored in
a private database and then uploaded to the government affairs
cloud for histogram data distribution.
4.1. Differential privacy-based privacy protection algorithm
Add Laplace noise of Lap (∆f /ε) size to the original frequency
sequence to obtain the noise frequency sequence. Since any one
record is added or subtracted from the original data table, at most
one unit of influence is exerted on a certain frequency value in the
original frequency sequence. Therefore, the global sensitivity ∆f in
the Laplace mechanism is 1.
The DP-based MDHP algorithm proposed in this paper uses the
Laplace mechanism to implement noise addition. This mechanism
can directly guarantee that the obtained noise frequency sequence
satisfies ε -differential privacy protection. The noise frequency sequence is directly processed by the Laplace mechanism. This is the
LP algorithm that Dwork originally used for data distribution. Each
frequency value corresponds to a unit range count query result.
A formal description of the privacy-preserving algorithm based
on differential privacy is presented, as shown in Algorithm 1.
For frequency differential privacy processing, we use the same
noise-enhancement method proposed by Dwork based on the
equal-width histogram-based differential privacy data distribution
algorithm (LP algorithm), that is, constructing a constant-width
histogram first, and then using Laplace noise generated by Laplace
distribution carries out privacy processing on the statistical frequency. The LP algorithm can meet the needs of privacy protection
of statistical data to a certain extent, but in the face of long-span
queries, it may cause greater information loss. This is because the
algorithm does not perform data optimization operations and it is
difficult to provide such query services. For this purpose, we improved the LP algorithm and proposed a differential privacy-based
MaxDiff histogram data distribution method (DP-based MDHP).
This method aims to optimize the frequency after the noise, in
order to reduce information loss and improve the availability of
data. The differential privacy-based MaxDiff histogram construction algorithm is a key part of DP-based MDHP, and it is also part
of our optimization and improvement.

4.2. Algorithm to construct MaxDiff histogram
Although the MaxDiff histogram is a representation of the
widening histogram, the length of the bucket is not the same.
Usually the variable width histogram is composed of adjacent
positions buckets with an equal width histogram. However, merging the adjacent data bucket leads to data errors, since all the
frequency values contained in the data bucket are uniformly set
to represent the frequency values. In this paper, the mean value
of all frequencies in the data bucket is used as the representative
frequency value of the data bucket, which can reflect the trend of
the data set and reduce the amount of noise due to the differential
privacy constraint [38].
Histogram reconstruction inevitably produces some error, and
SSE errors are often used to quantify the data error of the histogram
relative to the original frequency sequence, since this data error
reflects the data availability of the histogram. The problem of
MaxDiff histogram construction is finding an optimal histogram
data bucket partition structure, so that the minimum SSE error,
where
SSE =

k
r
∑
∑

(fi − cj)2

j=1 i=j

In the formula, fi is the data bucket frequency value of an equalwidth histogram; cj is the reconstruction histogram frequency
value; k is the original histogram bucket number; r is the reconstruction histogram bucket number.
The differential privacy-based MaxDiff histogram construction
algorithm aims to find an optimal histogram bucket partition structure, which minimizes the SSE error value without the need to set
the number of buckets in advance. The main steps of this method
are:
Step 1: First divide all the frequency into a data bucket, and
calculate the difference between adjacent frequency values in the
bucket.
Step 2: Find the bucket to which the maximum difference
belongs, and divide the frequency in the bucket into left and right
groups according to the difference position.
Step 3: Calculate the average squared error values for the left
and right groups without grouping. If the sum of the SSE values for
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the left and right two groups is less than the ungrouped SSE value,
record the difference position and divide the bucket.
Step 4: Repeat Step 2-Step 3 until the situation where the sum
of the two sets of SSE values is greater than the case where the SSE
value is not grouped. End the loop and get the bucket boundary
position.
The differential privacy-based MaxDiff histogram construction
algorithm is formalized as shown in Algorithm 2.
Next, we illustrate the implementation of a differential privacybased MaxDiff histogram construction algorithm. Suppose there is
an array with Laplace noise. age = [4.8, 3.4, 3, 6.9, 5.4, 4.7, 7.1]
(1) First divide all frequencies into one bucket t0 = [4.8, 3.4, 3,
6.9, 5.4, 4.7, 7.1] and calculate the difference between adjacent
frequency values in the bucket dv = {1.4, 0.4, 3.9, 1.5, 0.7, 2.4};
(2) At this time, the position of the maximum difference is 3.
Find the frequency bucket to which the position belongs s t0 =
[4.8, 3.4, 3, 6.9, 5.4, 4.7, 7.1], and according to the maximum difference position, divide the frequency in the bucket into the left
frequency bucket tl = [4.8, 3.4, 3], right frequency bucket tr =
[6.9, 5.4, 4.7, 7.1].
(3) Calculate SSEtl = 1.786 8, SSEtr = 4.607 5, SSEt0 =
14.857 2, after calculation SSEtl + SSEtr < SSEt0 , we can record the
position of sub-bucket 3 and change the corresponding frequency
value of the position in the difference array dv to −1, dividing the
current bucket to t1 = [4.8, 3.4, 3], t1 = [4.8, 3.4, 3];
(4) Continue to determine the position of the maximum value
in the current difference dv , which is 6, and the bucket where it
is t2 = [6.9, 5.4, 4.7, 7.1], repeat step (2) (3) until the situation
occurs SSEtl + SSEtr > SSEt , end the cycle, and obtain the position
of the sub-bucket boundary.
4.3. Experimental comparison of DP-based MDHP and LP algorithms
4.3.1. Experimental data set and parameter setting
In this paper, we use the real data set of Philippine families’
income and expenditures provided by Kaggle to analyze the proposed MaxDiff histogram distribution algorithm based on differential privacy. The real data set includes household income and
expenditures, family information, housing information etc. It involves 41544 citizens’ privacy information data. If we do not properly handle these data that need to be publicly released, Private
Citizens’ privacy information is leaked as the attacker’s background
grows, resulting in poor social impact.
In this experiment, the Philippine families’ income and expenditure data were processed to obtain high-income family age data,
households engaged in special occupational data, and household
high-drinking expenditure data. These three types of data were
selected to analyze the proposed DP-based MDHP algorithm. The
reason for choosing these three kinds of data is:
(1) Data attributes have privacy. The income level of the family,
the occupation of special occupations, and the demand for certain
items can all reflect the actual situation of a family. Users often
do not want to disclose such data. Therefore, it is of practical
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significance that these three types of data are used to evaluate the
DP-based MDHP algorithm.
(2) The data covers different types. In the high-income family
age data, since the age has practical significance, the order of each
bucket cannot be changed when the histogram is constructed; in
the occupation of the special occupational data, the order of each
bucket can be properly adjusted because the occupation sorting is
meaningless. The reason for choosing high household drinking expenditure data is that its frequency value distribution is relatively
uniform and the variance is small.
We compared to the DPDP-based MDHP algorithm by choosing
the high-income families age data, the niche occupation data of
householder engaged and family high alcohol consumption data
in the Philippine family income and expenditure data. Among
them, the data of the age of high-income families and family high
alcohol consumption data are sorted according to the size of their
attributes. The niche occupation data of householders are sorted
according to the occupational statistics.
Referring to the general privacy protection requirements, the
privacy budget ε in the experiment is 1, 0.1, 0.01 [39]. The value
of the privacy budget is an important parameter that affects the
cost of data processing, the degree of privacy protection and the
availability of data for the differential privacy protection algorithm.
According to the definition of the differential privacy, we can see
that the smaller the privacy budget, the higher the privacy protection requirements, the higher the data processing cost required and
the lower the availability of the published data.
4.3.2. Example analysis of DP-based MDHP algorithm
4.3.2.1. Analysis of application examples of differential privacy protection. Here is a simple example to help explain the protection
of differential privacy technologies in statistical applications. Fig. 6
shows some of the background knowledge of corporate legal persons’ income information as understood by the attacker and the
revenue histogram published by the government. Suppose the
attacker knows through background knowledge that the 26-yearold legal person number is 5, and also knows that 4 of them have
more than 100 million in income. In this case, the attacker tries
to know the annual income of the remaining 1 person (indicated
by F in the figure). By comparing with the government’s statistical income histogram, it is easy for an attacker to know that
F’s income in the figure also exceeds 100 million. At this time,
the income information of corporate legal person F was leaked.
Using differential privacy technology, after Laplace random noise
is added to the 26-year-old frequency bucket, the frequency value
will fluctuate accordingly. The frequency value may change from 5
to 4.5. Therefore, due to the addition of noise, the attacker cannot
judge whether F exists in the histogram, thereby protecting F’s
privacy information.
4.3.2.2. Analysis of application examples of DP-based MDHP algorithm. The following takes the age distribution of high-income
Philippine families as an example to analyze the availability of the
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proposed DP-based MDHP algorithm. It shows that the government’s use of the DP-based MDHP algorithm will not affect the
leadership decision to a certain extent.
First, we screened the Philippine families data set and selected
data with income greater than 200,000 for subsequent analysis.
Then, based on the selected data, three types of high-income
household age distribution histograms are drawn, as shown in
Fig. 7, where Fig. 7(a) is the original data histogram and Fig. 7(b) is
the LP when ε = 1. The histogram of noise and 7(c) are DP-based
MDHP histograms. Viewing the above histogram from the visual
angle, it is found that the original data histogram and DP-based
MDHP histogram can still be seen in the histogram of the LP noise
and the DP-based MDHP histogram, whether it is adding noise or
merging adjacent barrels.
7 shows an enlarged graph of the age distribution of highincome families, which is obtained by multiplying the position of
Fig. 6 by 1–2 times. It can be seen from the figure that the addition
of noise and histogram reconstruction changed the data specific

value, but from the overall trend of data, the DP-based MDHP
histogram still has a strong reference value. (See Fig. 8.)
Finally, in order to further confirm the above viewpoint, we use
the latest age classification standard in the world, namely young
people under 45 years of age, middle-aged 45–59 years old, young
old people aged 60–74, 75–89 years old, and longevity elderly over
90 years old. The pie charts are plotted for the original histogram
data and the DP-based MDHP reconstruction data, respectively, for
statistics of the proportion of frequency in each age stage. Due to
the randomness of the added Laplace noise, we conducted many
experiments on the above process and found that the statistical gap
between the two is always small. Fig. 9 shows the statistics of one
experiment. It can be seen that there is no difference between the
two in this experiment.
4.3.3. Comparison and analysis of algorithm performance
Whether the DP-based MDHP histogram distribution algorithm
can improve the accuracy of differential private data distribution
is mainly measured by the amount of error and data quality. In this
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Fig. 7. Histogram of age distribution in high income families.

paper, absolute error and relative entropy are used as evaluation
indexes. By comparing with the LP histogram with classical differential privacy algorithm, the availability of the DP-based MDHP
histogram algorithm is proved.
(1) Absolute error
Absolute error can be used to measure the absolute size of
publication value deviating from the true value. Its formula is

⏐

⏐

Error = ⏐xi − xj ⏐
In the formula, xi is the query result in the real histogram of the
government data; xj is the query result in the government privacy
protection histogram.
Fig. 10 shows the absolute error size of the head of the household engaged in special occupational data under different privacy
budgets, where 50 is selected as the query range interval. As can be
seen from the absolute error size, the DP-based MDHP histogram
publishing algorithm has obvious advantages compared with the
LP histogram publishing algorithm, which can effectively improve
the accuracy of the distribution of publishing data and reduce the
effect of the Laplace noise. Further observation shows that the
effect is more pronounced as the value of ε gradually decreases.
Fig. 11 shows the absolute error of household high-drinking
spending data under different privacy budgets. Among them, family high alcohol consumption data was selected as a 200 query
range. From the perspective of absolute error analysis, it can be
seen that the DP-based MDHP histogram distribution algorithm is
also applicable to data with small variance and uniform frequency
value distribution. Compared with the LP histogram publishing
algorithm, the DP-based MDHP histogram publishing algorithm

produces a smaller absolute error value, ensuring the quality of
data distribution. Further observation shows that household highdrinking expenditure data exhibits a higher margin of error under each privacy budget. This is because the number of people
who have the same drinking expenditure is small. Adding a large
amount of Laplace noise has a great influence on the query results.
In the above two kinds of data, the DP-based MDHP algorithm
proposed in this paper presents obvious advantages. However,
when using high-income family age distribution data for experiments, it is found that DP-based MDHP algorithms do not have
obvious advantages under various privacy budgets. This paper uses
ε = 1 as an example to analyze the reasons for this phenomenon.
Fig. 12 shows the absolute error of high-income family age data
when ε = 1, and the absolute error is calculated by selecting the
query range with a data interval of 17. It can be seen from the
figure that the DP-based MDHP algorithm is slightly better than
the LP algorithm, but the effect is not obvious. This is because the
high-income family’s age distribution data has a large variance,
with a high degree of fluctuating data and data. It is less likely to
merge adjacent buckets. The result of bucket segmentation using
the DP-based MDHP histogram algorithm is similar to that of the
LP histogram.
(2) Kullback–Leibler divergence
Due to the addition of Laplace noise, the privacy protection histogram released by the government has a certain amount of error
in frequency counting. As the value of ε gradually decreases, the
amount of noise added to the histogram also gradually increases. In
order to measure the impact of errors on data use, relative entropy
was introduced for analysis.
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Fig. 8. Magnification histogram of age distribution in high income families.

Fig. 9. Statistics of the original histogram data and DP-based MDHP data to construct the pie chart.

Relative entropy, also known as the Kullback–Leibler divergence, can be used to measure the distance between the original
histogram and the DP-based MDHP histogram in the probability
distribution, that is, the proximity of the two in the distribution.
As the difference between them increases, the value of relative
entropy will also increase. When the two are the same, the relative
entropy is 0, and the value of relative entropy is non negative. The
formula for calculating the relative entropy is
D(O||L) =

n
∑
i=1

O (x) log

O (x)
L (x)

O (x) and L (x) represent the original data histogram and the
government privacy protection histogram respectively; n is the
number of buckets in the histogram of the government’s raw
data.
In Fig. 12, it can be observed that the Kullback–Leibler divergence of the DP-based MDHP histogram in the same privacy budget
is always less than the LP histogram; that is, the probability distribution of the DP-based MDHP histogram is closer to the original
distribution. Therefore, compared with the LP histogram, DP-based
MDHP histogram has higher data reutilization, which is more
consistent with the actual needs of government data publishing.
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Fig. 10. Absolute error of the professional data of the head of the household.
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Fig. 11. Absolute error of high-drinking expenditure data in family.

For example, we can use DP-based MDHP histogram to analyze the
trend of data development.
Fig. 13 is the KL divergence obtained by the DP-based MDHP
and LP method on three data sets. It can be found that the highincome family age distribution data show a better similarity in each
privacy budget, followed by the householder engaged in special
occupational data, and finally the high drinking data. This result
is related to the data error caused by Laplace noise. It also shows
that the KL divergence can be used to evaluate the accuracy of the
published data to a certain extent. (See Fig. 14.)
4.3.4. Analysis of experimental results
We analyze the MaxDiff histogram publishing algorithm based
on differential privacy from the following aspects:

• Better data availability. From the perspective of the error
released by the histogram, the grouping is directly related
to the balance between the approximation error and the
Laplace error. In this paper, the approximate error in the

algorithm is caused by merging the adjacent bucket. According to the average error formula, the algorithm adaptively
determines the number of groups of packets, so that the
approximation error is reduced to a minimum.

• Higher time complexity for histogram building algorithm.
The DP-based MDHP algorithm constructs a histogram
based on MaxDiff, with a time complexity of O(n2). Compared with the LP algorithm proposed by Dwork, time complexity is higher. However, due to the fact that the statistical
data published by political symbols usually have the characteristics of small span, the higher time complexity will not
become the limiting factor of the practical application of this
algorithm.
5. Conclusions
With the implementation of the open and shared policy of government information resources, the protection of citizens’ privacy
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information has become a focus of government and public concern.
Under the environment of multi user leasing, it is difficult to ensure
information security isolation between users on the government
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cloud information platform, resulting in the disclosure of users’
privacy information. To address the problems of high delay, low
reliability and strong congestion in the government cloud, a differential privacy framework for publishing governmental statistical
data based on a government cloud-fog hybrid computing model
is proposed. Based on the framework, a data publishing algorithm
using the MaxDiff histogram is proposed, which is used to realize
the function of user privacy provided by fog computing. Theoretical
analysis and experimental results show that the proposed privacy
protection data publishing algorithm can reduce query sensitivity
and effectively improve the effectiveness of published data.
In the future, we will carry out further research work from
the following aspects: (1) Use different types and sizes of representative experimental data sets or real data sets of the proposed algorithm for more in-depth comprehensive experimental
study; explore the improvement of the DP-based MDHP publishing method in the form of new data presentation; discuss the
selection method of privacy protection budget; design a more
general method of MDH-based DPDP; compare it with other data
publishing methods to determine the applicable situation of this
paper. (2) Combined with the inter-governmental cross-sectorial
inter-regional cooperation service needs, research on the overall
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solution of privacy protection in the multi-sector data sharing in
the fog layer, realizing the data sharing in real time and efficiently.
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