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in Supply Chain Quality Inspection
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Abstract—Quality inspection, a widely adopted practice in
supply chains, measures whether delivered products conform
to prespecified quality requirements. Due to potential economic
benefits, suppliers may deliberately manipulate products to falsify test results. However, unqualified products could cause
severe problems in supply chains or even tragedies, such as
China’s tainted milk scandal. In this paper, we propose a beliefdesire-intention modeling approach to predict suppliers’ behavior and provide inspection suggestions to buyers to overcome
the problem. Assuming access to the production process, our
approach can represent suppliers’ knowledge of production and
deception to mimic their reasoning processes and predict their
deception intentions. This flexible approach can also adapt to
environmental changes and deliver effective results. In this paper,
we build a prototype system for supply chain quality inspections based on the proposed method. We conduct laboratory
experiments to collect data for computational assessments of the
performance of the prototype. It is shown that our proposed
approach is more accurate than classic machine learning methods
in detecting suppliers’ deceptions.
Index Terms—Decision support systems, knowledge representation, quality management, supply chain management.

I. I NTRODUCTION
UALITY inspection aims to measure whether products
conform to quality requirements [1], which is common
in supply chains. Buyers measure certain characteristics of
a product and check if they satisfy the stated or implied
needs [2]. If the products fail the inspections, the buyer
(which can be a manufacturer in the supply chain) will
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reject the shipment to avoid negative impacts on downstream
products.
A company’s inspection policy deals with two aspects, sampling policy and testing policy. Sampling policy concerns how
to sample the shipments for testing. Testing policy focuses on
the inspection methods to be used for testing. An inappropriate sampling policy will cause sampling errors, while an
improper testing policy may result in diagnostic errors. Extant
supply chain quality inspection (SCQI) literature has focused
on sampling policy [3] and often treats diagnostic errors as
a probability distribution to simplify the problem.
In practice, unqualified shipments may be caused by reasons
other than inappropriate production management. Sometimes,
suppliers may deliberately manipulate products to falsify the
results of specific testing methods. Such frauds can cause diagnostic errors, which can never be addressed by changing the
sampling policy. In SCQI, the decision on inspection policies
constitutes a trade-off between inspection costs and inspection
accuracy. Excessive inspections (on sample size and inspection methods) can lead to higher costs, whereas inadequate
inspections can produce significant errors. A major objective
of SCQI studies is to find an optimized inspection policy to
balance costs and errors.
Suppliers’ quality deception has become a challenge in
SCQI, especially in food supply chains, where the inspection
of quality is difficult and costly, and outcomes can be lifethreatening. For example, in the 2008 tainted milk scandal in
China, some suppliers diluted milk and added melamine to
deceive the protein inspection methods [4] and caused severe
public health issues. This scandal brought about comprehensive reforms in the food safety regime in China and other
countries [5], [6]. Nevertheless, quality deception and contamination incidents [7] continue to occur, taking advantage of
ineffective SCQI.
To fully address quality deception in supply chains requires
efforts from different parties. For example, the development
of new inspection methods may be needed. In this paper (and
the context of supply chain research), we assume that the
choices of inspection methods are predetermined. In addition,
we assume that the supplier knows the industrial standard of
products and testing policies, as well as the cost of the inspection methods. We assume that there exist inspection methods
that can detect fraud, but it is not possible to be fully applied
due to cost concerns. Thus, the problem for buyers is to infer
the probability for suppliers to defraud, and select an appropriate testing method to balance the cost and error. This problem
constitutes a testing policy problem. Here, we assume that
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although the suppliers have no knowledge about the testing
policy, they do observe if their shipments were rejected.
In the context of this quality fraud detection problem,
a predictive model on suppliers’ behaviors would assist buyers
to choose inspection methods. This would be more effective
than randomized testing since quality fraud often involves
a small portion of all suppliers’ shipments. Random testing
may cause higher inspection costs due to insufficient focus
on high-risk suppliers. Moreover, if a high-risk supplier is targeted by predictive models, she may infer a strict testing policy
and reduce her fraud activity more effectively than when randomized testing is utilized. Therefore, the problem needs an
analytical tool to help buyers judge each shipment’s risk of
fraud in daily operations.
To facilitate the detection of quality deception in supply
chains, we argue that it is necessary to incorporate domain
knowledge into the tradeoff analysis and employ knowledge
reasoning to elucidate the rationale of quality deceptions.
Thus, in this paper, we propose a knowledge-based approach
to solve the quality deception problem. Our approach builds
a knowledge representation framework for SCQI based on
belief-desire-intention (BDI) modeling techniques. This framework allows us to model suppliers’ knowledge of production
and deception. Based on the knowledge representation framework, we design reasoning mechanisms to predict suppliers’
possible production or deception behaviors. We evaluate the
performance of our proposed approach by comparing it with
a classic machine learning algorithm that can also be utilized
in fraud detection using a dataset collected from laboratory
experiments. It is shown that our proposed approach is more
accurate than classic machine learning methods and more
stable in dealing the cold-start problem.
This paper is organized as follows. In the next section, the
background of SCQI is discussed, and the gap in the literature is identified. Section III presents a motivation scenario.
In Section IV, we present the design of our approach, and the
detailed customizations of concepts and reasoning mechanisms
in the BDI modeling for SCQI. In Section V, we introduce
our evaluation framework, including the development of the
prototype decision support system (DSS), the setup of the
laboratory experiments for data collection, and our experimental results based on the collected data. We conclude with the
contributions of this paper and directions for future research.
II. BACKGROUND
A. Supply Chain Quality Inspection
The objective of decision-making in quality inspection is
to maximize (quality) performance and minimize (qualityrelated) costs. As suggested by Chevalier and Wein [8], two
basic concerns need to be taken into account in quality
inspections.
1) Which product is to be inspected at which workstation,
known as the inspection allocation problem or sampling
policy.
2) What kind of testing methods should be used if an
inspection activity is needed, which is known as the
testing policy.

Mathematical solutions to optimally allocate inspection
resources are well studied [8], [9], and statistical theories
have been applied to support effective decision-making about
sampling policies [10], [11]. In addition, researchers have
discussed choosing inspection policies in different situations and supply chain contracts. For example, SCQI is
explored and compared with the assumption of complete [12]
or incomplete [13] information, and guidance for inspection policies is given based on the level of information
asymmetry. Starbird [14] discussed quality inspection in
cases of rewards or penalties regarding supply contracts.
Similarly, SCQI has been studied in the area of warranty
contracts [15]. Hwang et al. [16] investigated SCQI in the
case of a supplier performing an unwanted/preemptive inspection. Mayer et al. [17] examined SCQI in a situation in which
the buyer could carry out the plant inspections.
In a survey of inspection strategies, Mandroli et al. [3]
discovered that, in order to obtain a mathematical solution,
most SCQI studies assume either that the quality testing is
perfect (without diagnostic errors) or that there is a known
probability distribution for the diagnostic error. This assertion is in line with observations in many recent SCQI studies,
such as [9] and [18]–[20]. For example, Valenzuela et al. [21]
restricted the discussion to determining the specified tolerance
given to the existing testing methods. Shiau [22]–[24] regarded
inspections as finite classes with specific capabilities that are
normally distributed.
Although these mathematical assumptions about diagnostic
error simplify and generalize SCQI theories and models, it is
important to be aware of situations in which these assumptions do not hold. Diagnostic error means error in classifying
a sample as qualified or unqualified in a test. It is measured by the sensitivity and specificity of the test [25], which
reveals technology limitations [26]. There may exist defraud
methods specifically designed for a testing method. Thus,
the traditional mathematical assumptions regarding the testing method’s accuracy could be incorrect if the supplier has
engaged in quality deception. This partially explains why traditional operation management theories fail to guide SCQI
practice in the real world.
A major reason for this literature gap is that decisionmaking on testing policies is a knowledge reasoning process that relates to domain-specific knowledge of products
and inspection technologies. For instance, milk inspection
requires biotechnical knowledge, while electronic knowledge
may assist with inspecting television sets. Traditional analytical or empirical models in SCQI are not sufficient for
capturing and reasoning from such domain-specific knowledge. Thus, the task of selecting and improving testing
methods is inclined to be given to product domain experts.
On the other hand, although advantages and disadvantages
of various testing methods have been well studied by product domain experts, there is a lack of decision models in
current SCQI literature that provide decision support for
quality deception detection to reduce the cost of inspection. Domain-specific knowledge needs to be incorporated
into the tradeoff analysis and knowledge reasoning of quality
deceptions.
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TABLE I
W HY THE BDI T ECHNIQUE I S S UITABLE FOR D ECISION S UPPORT IN SCQI

B. Knowledge-Based Approaches for SCQI
To provide decision support in this knowledge-intensive
SCQI process, a promising solution is to design knowledgebased systems with decision models that capture the knowledge of domain experts to aid decision-making. Generally,
there are three types of approaches used in the knowledgebased systems for SCQI, which, respectively, consider three
levels of knowledge in SCQI.
The first level of knowledge only includes basic facts and
static rules to manage product quality from a buyer’s side. The
approaches that rely on the first level of knowledge attempt
to address the problem based on product knowledge. For
instance, Wang et al. [27] developed a new risk assessment
approach to perform structured analysis of aggregative food
safety risk in the food supply chain, similar to the decision support approach for accounts receivable risk management [28].
Liu and Hipel [29] developed a hierarchical decision model
to select quality control strategies for a complex product.
Zhengping et al. [30] provided a review of complex system
technologies for supply chain risk management.
The second level of knowledge considers real-time information about suppliers’ production. The approaches that incorporate the second level of knowledge aim to offer a global
solution for SCQI by collecting global information along the
supply chain. For example, Lao et al. [31] developed a realtime food safety management system for receiving operations
in distribution centers. Studies have also been performed to
identify the impacts of RFID techniques [32] and information sharing along the supply chain [33] on supply chain
quality management. Priyan and Uthayakumar [19] devised
a responsive and reliable knowledge management framework
for product safety and recall supply chains for global manufacturing and distribution enterprises. Gabbar [34] proposed
a model-based control mechanism for flexible production
chain operation, which is used to meet the dynamically changing environment of supply chains and to improve production
efficiency and product quality. Dotoli et al. [35] proposed
an optimization model to configure the network of integrated
e-supply chains, providing insights on similar ideas about the
optimization of SCQI.
The third level of knowledge focuses on knowledge about
interactions between suppliers and buyers. The approaches

that consider the third level of knowledge attempt to
achieve a global optimization in SCQI by considering the
interaction of partners along the supply chain. For example,
Asian and Nie [36] revealed the effectiveness of contact-based
mitigation strategies for coordination in supply chains with
uncertain demand and disruption risks. Chang et al. [37] modeled the decisions of the supplier and buyer in a scenario
of deliberate contamination of food production facilities, as
a leader–follower, two-agent partially observed Markov game.
Their work enabled prediction of the supplier’s intention of
quality deception, and built a foundation for designing DSS
to deal with quality deception in SCQI.
Our approach focuses on the third level of knowledge in the knowledge-based approach. Compared with
other knowledge-based approaches, the proposed approach
incorporates knowledge and information from the supplier
side into the knowledge base, and further considers the
rational behavior of suppliers to support the interaction knowledge between suppliers and buyers. In viewing this need,
we consider the BDI modeling framework appropriate for
knowledge representation and reasoning. A BDI model characterizes a rational actor with certain mental attitudes of belief,
desire, and intention, representing informational, motivational,
and deliberative states, respectively. These mental attitudes
determine the actor’s behaviors [38]. Table I outlines several
features of SCQI that match the characteristics of the BDI
model quite well. This comparison highlights three reasons
why the BDI-based approach is suitable for SCQI problems.
1) The BDI-based approach incorporates dynamic knowledge and information from the supplier side. In SCQI,
“millions of people experiment with new ways to
make money without moral self-constraint” in order
to “evade existing testing methods” as reported by
Xin and Stone [4]. Thus, quality inspection should be
embedded in a dynamic environment that remains current regarding deception approaches. Since the deceiving
knowledge appears and evolves, when new information comes to light, the evaluation results regarding an
inspection policy need to be changed accordingly. BDI
modeling provides an approach to knowledge reasoning
under a dynamic knowledge environment in this specific
domain.
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Illustration of the knowledge-based approach for SCQI.

2) In a supply chain, information about suppliers or buyers is not accurate, but is rather based on estimation.
The BDI model provides a mechanism to receive partial
and uncertain information. This feature supplies a solution to the uncertainty and estimation features caused by
information asymmetry in supply chains.
3) The BDI-based approach considers the rational behavior
of suppliers to support interaction knowledge between
suppliers and buyers. In SCQI, the suppliers, as human
beings, make decisions with bounded rationality. The
BDI modeling approach provides a possible solution to
model such bounded rationality.
Overall, the BDI model offers an instrument to model
the supplier as a rational agent with knowledge of deceiving approaches, which constitutes a suitable approach to
characterize and infer rational intentions for flexible SCQI
policy-making.
III. M OTIVATING S CENARIO : M ILK
P OWDER P RODUCTION
To facilitate the discussion in this paper, we place this
paper in the context of food supply chains, specifically a dairy
product supply chain. As is well-known, food production is
an application with high quality requirements, which fits the
purpose of our proposed approach.
Let us suppose that a raw milk supplier has a supply contract
with a buyer who will carry out quality inspections to ensure
that the product conforms to the predefined quality requirements. The supplier will be paid only if the raw milk passes the
quality inspection. The raw milk production comprises three
parts: 1) preparation of the feed and cows; 2) feeding the cows
and providing their nutrition; and 3) milking the cows. In general, the better the feed and health status of the cows, the
higher quality milk they will produce. However, production
cost is also greater when the inputs are of higher quality.
For more economic benefits, suppliers may use low-level
inputs (feed and cows) to reduce costs, and they can also
inject antibiotics into unhealthy cows in order to produce more
milk, which may affect the raw milk quality. In order to have
the low-quality milk pass the inspections, the supplier may

apply certain tricks on the products. Note that such deception
methods do not improve milk quality, they only “improve” the
measures used as proxies of the milk’s quality. For example,
the Kjeldahl method measures nitrogen as a proxy of protein
in milk, which is an important quality indicator. The measured nitrogen in disqualified milk can be improved by adding
nitrogen-rich chemicals (e.g., melamine) to appear to be qualified. To detect this fraud, more advanced inspection methods
than the Kjeldahl method are required.
To facilitate decision-making on choosing inspection methods, it is necessary to build a decision support model. Such
an analytical tool can help buyers in daily operations infer the
risk of each buyer and decide which inspection method to use.
IV. BDI M ODELING A PPROACH FOR D ECISION S UPPORT
IN S UPPLY C HAIN Q UALITY I NSPECTION
A. General Procedure
We use a knowledge-based approach and employ BDI
modeling to support quality inspection in this paper. The general idea for proposing such a knowledge-based approach is
to present a knowledge representation framework to capture
domain knowledge, within which the knowledge reasoning
mechanism can infer suppliers’ possible behavior for their
benefits. The BDI model is employed to characterize a rational supplier with certain mental attitudes of belief, desire,
and intention, representing their informational, motivational,
and deliberative states, respectively. These mental attitudes
determine the supplier’s behaviors [38]. BDI modeling also
allows reasoning under a dynamic knowledge environment
with incomplete information, which fits the dynamic nature of
SCQI and the information asymmetry environment in supply
chains.
Fig. 1 illustrates the overall process of our approach, which
consists of four components. First, it is necessary to collect
information and knowledge related to SCQI, including domain
knowledge of testing methods and quality deception, product
information, supply chain contracts, and suppliers’ transaction records. Second, a knowledge representation framework
is developed to formalize and organize the information collected. Third, a knowledge reasoning mechanism is provided
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TABLE II
S YMBOLS FOR THE BDI S YNTAX

Fig. 2.

Reasoning procedure for SCQI.

for prediction based on reasoning existing knowledge. Finally,
suggestions are provided to buyers with appropriate presentations of decision support models to guide their decision.
Our focus and major contribution of this paper is the
knowledge representation and reasoning parts of the production process. In this paper, we assume that the information
collection on the production process from the supply chain,
such as cows’ health status, feed, and milking procedure,
is addressed with the assistance of information technologies.
Domain knowledge, such as the deception knowledge and the
characteristics of inspection methods in dairy supply chains,
is collected from existing knowledge bases.
Fig. 2 shows the general process of the knowledge representation and reasoning in our BDI framework. To properly
represent the supplier’s knowledge in an SCQI context, we
specify semantics and syntax for SCQI, such as propositions on contracts, products, inspection policies, etc. Such
semantics will be used together with classic BDI elements
to represent the possible world of a supplier. We also propose reasoning rules for SCQI, such as production rules,
deception rules, payment rules, and inspection rules. Based
on the possible world representations, our reasoning rules
are combined with the classic BDI satisfaction rules to represent existing knowledge and infer new knowledge about
supplier behaviors. Specifically, the knowledge is organized in
the forms of belief-accessible worlds (i.e., what the supplier

believes to be true) and desire-accessible worlds (i.e., what
the supplier wants to happen). With the reasoning rules, the
BDI engine can infer the intention-accessible worlds (i.e.,
what the supplier may do) by connecting their desires with
beliefs. Among the intention-accessible worlds, we identify the
most likely supplier intention and use it to provide inspection
suggestions.
B. Knowledge Representation for SCQI
To reason about suppliers’ deceiving behaviors, we need to
appropriately represent their thinking. In BDI modeling, facts
and knowledge are captured in primitive propositions, which
are written in first-order logic. The primitive propositions are
formed based on constants, predicates, variables, quantifiers,
and connectives. A simple example of a primitive proposition
is ∀x · Buyer(x) ⇒ ∃y· Supplier(y) ∧ SupplyContract (x, y),
which asserts that a buyer has at least a supplier specified by
the contract. The symbols for primitive propositions are shown
in Table II. The syntax is formalized in Appendix A. However,
the BDI framework is not sufficiently specific for SCQI. We
need to analyze the domain, propose vocabulary, and encode
axioms to support the desire inferences. To explain our defined
semantics and operations in the BDI framework, we make use
of some symbols that are shown in Table III.
First, the focus of quality inspection is to examine whether
products meet the contract requirements. Thus, we start with
the primitive proposition for contracts, as sc = Contract (su,
bu, p, Qr, m), which defines quality requirements Qr, prices
m, and products p = Product(Qa, Ma). Products need to have
quality attribute Qa and measurable attributes Ma. Although
the quality requirement is defined for Qa, in practice only
Ma are measurable and used as proxies for Qa to judge
products’ quality. Here we differentiate Qa and Ma to capture
the real quality and deceived quality of a product.
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TABLE III
N OTATIONS

Given the predetermined contract, other aspects of the production and quality inspection process are dynamic and need
to be carefully captured. Table IV presents some major primitive propositions to model the suppliers’ quality deception
reasoning process. Since the reasoning process is dynamic, the
primitive propositions are always defined under certain situations (s or v). Note that the supplier’s behavior is decided based
on the buyer’s testing policy, i.e., the decision on the measurement methods for the measured attributes. We first define
testing policy by specifying the testing method Tm, Qr, and
Ma, and specification SL in Tp=testing_policy (Tm, Qr, Ma,
SL). Under the testing policy, measurement, measurement_pt
(p, Ma, Mp), is the process to assign values Mp (measurement
points) to the measurable attributes Ma of a product p. The
measurement points are compared with conformance point Qc,
which are the defined standard values in the specification set,
to determine whether the specification requirement is met in
the process conformance_pt (Qc, p, Ma, Mp).
To meet the quality requirements as specified by
the conformance points, the suppliers need to invest in

production or deception. We define and distinguish quality_oriented_effort (Eq) and inspection_oriented_effort (Ei) to
refer to whether the efforts benefit both product quality Qa
and measurable attributes Ma or only Ma to defraud the quality inspection. These efforts lead to an improvement of the
measurement point in effort_outcome (Mp, Eq, Ei). The efforts
also lead to certain costs, such as the inspection_oriented_cost
(Ci, Da, Dm, Ei) shown in Table IV. The revenue of the
efforts is a function of price, production cost C (including
Ci and Cq), and the penalty for nonconformance products as
in revenue (R, m, C, PT). Since whether the deception can be
identified depends on the buyer’s chosen inspection policy, the
penalty is an expected value based on the supplier’s estimation
of the probabilities of using different inspection methods. In
our model, we allow suppliers to update their estimation of
buyers’ activities based on historical actions.
To conduct the inspection_oriented_effort, some propositions are needed to characterize the deception activities. We
use deception (Da, Dm, Ei, p) to represent the deception process of using deception material Dm by a deception approach
Da into a product p to evade the inspection for a measured attribute. All deception material must have a measured
attribute to help a product appear to satisfy quality requirements, which is called fake attribute, fake_attribute (Dm, Ma).
The knowledge of deception activities can be updated over
time.
By choosing different production or deception efforts, the
supplier may receive different revenue. Here, we define maximum revenue as a goal for the supplier. In Table IV, the
predicate maximum_revenue (MaxR) shows if one approach
generates more revenue than other approaches.
With the terms defined above, we are able to capture the
facts, knowledge, and decision in the supplier’s world. At
a particular time point, the facts (i.e., the primitive propositions
hold true) form a state of the system. Over time, the system
may transit through different states, which are triggered by
events. The discrete sequence of states that the system passes
through is defined as a path. Throughout the process, there
may exist a number of possible paths, relating to the different
choices of actors.
In our SCQI context, we consider the suppliers’ decisions on
production and deception as the major events that can cause
state transitions in our system (Table V). The three events
are: 1) quality production; 2) quality deception; and 3) nonproduction. The production process depends on the plant PL,
the production procedures PC, and the raw materials RM. It
leads to a product with expected quality attributes and measurable attributes at cost Cq. The deception process depends
on the deception method and the materials. It leads to a product with expected measurable attributes at cost Ci. However,
the quality attributes may still be at a low level. The nonproduction process has a cost, but does not deliver any concrete
products.
Fig. 3 shows an example of the state transition with the
three defined events. From Sini , the supplier may take three
possible actions that lead to three possible future states.
The three actions may generate revenue of $5, $-12.5, or
no revenue, respectively. Such changes of states can be
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TABLE IV
M AJOR P RIMITIVE P ROPOSITIONS FOR SCQI

specified by the temporal operators, optional (), i.e., all three
paths may happen in the future, which change the system
to new states. Each new state can move to other states.

For example, quality production may be followed by quality
deception if the production process does not deliver qualified
products.
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Example of a supplier’s state transition.
TABLE V
SCQI E VENTS

Based on the above specifications, we can determine the
supplier’s possible world for BDI reasoning. As shown in
Definition 1, a supplier’s possible world consists of a sequence
of states. Each state occurs at a certain time point and can
be characterized by a set of logic propositions specifying
what holds true at that time point. The state transactions are
controlled by event set E.
Definition 1 (Supplier’s Possible World): A supplier’s
possible world is defined as a tuple w = <S, L, E, H>,
where S is the set of states; L is the set of value assignments to {sc, p, ip, qi, sr, rev} at each state s s ∈ S in w,
E = {qp, qd, np}; and H is a set of relations on S and E, i.e.,
H ⊆ S × E × S.
C. BDI Reasoning for SCQI
In the reasoning stage, the essence of BDI modeling is to
further differentiate the supplier’s possible world into what
the supplier believes, desires, and intends. Based on primitive propositions defined using the knowledge representation
scheme introduced in Section IV-B, we can enlarge the actual
world (i.e., the historical and current states) to the belief- and
desire-accessible worlds through reasoning. We then identify
the overlap of beliefs and desires, which are what the supplier intends to do. We formalize the BDI model for SCQI as
follows.
Definition 2 (BDI Model for Quality Inspection): A BDI
model for quality inspection is defined as a five-tuple, M =
< W, B, D, I, ST >, where W is a set of a supplier’s possible
worlds w; B, D, and I are the mappings between the actual
world to the belief-, desire-, and intention-accessible worlds,
respectively; and ST is the set of the current states in the
actual world, i.e., B ⊆ W × ST × W, D ⊆ W × ST × W, and
I ⊆ W × ST × W.

Fig. 4.

Reasoning rules for quality inspection.

With the knowledge of the actual world, we can reason
and derive propositions of the possible future, which is supported by the reasoning mechanisms (i.e., rules) and execution
procedure (i.e., how we can execute the rules). The reasoning process determines whether a proposed proposition
satisfies the existing propositions. The BDI framework provides some general satisfaction rules for reasoning, as shown
in Appendix B. Furthermore, in the scope of this paper, we
define new rules to facilitate the reasoning.
Fig. 4 presents the new reasoning rules that we defined for
the SCQI context. The first two rules, production rule and
deception rule, specify the outcome of quality production (qp)
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and quality deception (qd). M, PATHw (Sj , sk ) represents the
path from states Sj to Sk . Rule 1 tells us that if the
path of PATHw (Sj , sk ) is satisfied that quality production
occurs [i.e., happens (qp)], then, at state Sk , the product
p has expected quality attribute EQqp and expected measurable attributes EAqp , in which EQpq and EAqp represent
the outcomes of quality production with the manufacturing plants PL, production procedure PC, raw material RM,
and quality-oriented cost Cq . Similarly, rule 2 shows that if
the path of PATHw (Sj , sk ) is satisfied that quality production occurs [happens (qd)], then the product p has expected
quality EQqd and expected attributes EAqd , in which EQqd
and EAqd represent the outcomes of quality deception with
deception material DM, manufacturing plants PL, production
procedure PC, raw material RM, and total costs of efforts
carried out.
Inspection and payment are two events that may be initiated by buyers and affect the supplier’s decision-making. The
inspection rule (i.e., rule 3) states that if quality inspection qi is
carried out, the value of the product measured point mp should
be equal to the value of measured attribute ma multiplied by
the precision pr of the testing tool. The payment rule (i.e.,
rule 54) states that when the measurement point mp is in the
range of the specification set sp of the inspection policy qi, it
is assumed that the product has passed the quality inspection.
Then, the buyer will pay the supplier the price m defined in
the supply contract sc. The payment rule (i.e., rule 4) specifies
the supplier’s revenue increase by the price for the qualified
product.
Using the knowledge about the belief- and desire-accessible
worlds extended from the actual world, it is possible to reason suppliers’ intentions. The deliberation mechanism seeks to
identify the overlap between beliefs and desires to derive intentions. Based on existing BDI deliberation mechanisms [38],
we propose the following Theorem 1 (proven in Appendix C)
as the basis of the deliberation mechanism to be used in
this paper.
Theorem 1 (Deliberation Mechanism):
∃ v, (w, s0 , v) ∈ D and M, Pathv (s0 , s1 ) |= rev
∀ vi , si , (w, s0 , vi ) ∈ D and M, Pathvi (s0 , si ) |= revi .
rev >= revi .
∃ v , (w, s0 , v ) ∈ B, s1 ∈ Sv , and M, Pathv (s0 , s1 ) |=
happens (e) ⇒ M, ws0 |= INTEND [happens(e)].
Theorem 1 shows that if there exists a path Pathv (s0 , s1 )
from state s0 to state s1 , leading to a revenue rev in a desireaccessible world v, rev is larger than any other revenue revi in
any other desire-accessible possible world vi, and there exists
a belief-accessible world v in which the occurrence of event
e can lead to state s1 , then the model in state s0 will suggest
an intention of event e.
Corollary 1 (Quality Behavior Reasoning):
∃ v, (w, s0 , v) ∈ D and M, Pathv (s0 , s1 ) |= rev
∀ vi , si , (w, s0 , vi ) ∈ D and M, Pathvi (s0 , si ) |= revi .
rev >= revi .
∃ v , (w, s0 , v ) ∈ B, s1 ∈ Sv , and M, Pathv
(s0 , s1 ) |= happens (qp) ∧ qp = QualityProduction
(p, PL, PC, RM, c, EQ, EA) ⇒ M, ws0 |= INTEND [happens (qp)].
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Corollary 2 (Deception Behavior Reasoning):
∃ v, (w, s0 , v) ∈ D and M, Pathv (s0 , s1 ) |= rev
∀ vi , si , (w, s0 , vi ) ∈ D and M, Pathvi (s0 , si ) |= revi .
rev >= revi .
∃ v , (w, s0 , v ) ∈ B, s1 ∈ Sv , and M, Pathv
(s0 , s1 ) |= happens (qd) ∧ qd = QualityDeception
(p, DM, PL, PC, RM, c, EQ, EA) ⇒ M, ws0 |= INTEND
[happens (qd)].
Corollaries 1 and 2 are the instantiations of Theorem 1,
which are specifically designed for scenarios in which the supplier will choose quality production or quality deception. In
particular, if the supplier believes that quality production [i.e.,
Pathv (s0 , s1 ) |= happens (qp)] will lead to fulfilling her goal
of maximizing revenue [i.e., Pathv (s0 , s1 ) |= rev & M, Pathvi
(s0 , si ) |= revi & rev > = revi ], then she will carry out quality production [i.e., M, ws0 |= INTEND (happens (qp))].
Similarly, if the supplier believes that quality deception will
lead to fulfilling this goal, then she will carry out quality
deception.
Fig. 5 extends Fig. 3 to illustrate the belief-, desire-, and
intention-accessible worlds of a raw milk supplier. Sini is the
current state in the actual world Aw , including facts, such as
inspection policy, knowledge about deception, etc. The beliefaccessible world Bini further includes possible state transitions
if taking the three actions, i.e., the supplier’s beliefs about
the outcomes of the three actions. The two desire-accessible
worlds, Dini1 and Dini2 , show what the supplier wants if the
proposition of punishment holds true (i.e., the proposition of
punishment holds true in one desire-accessible world, while
it is false in the other. Thus, the supplier does not desire to
be punished since the proposition of getting punished does not
hold true in both her desire-accessible worlds). After removing
some infeasible states, we can apply the deliberation mechanism to derive the intention-accessible world, Iini , which is
what the supplier intends to do.
Based on the results of intention analysis of the supplier’s
world, we can provide inspection policy suggestions to buyers. Theorem 2 (proven in Appendix C) shows how we can
design a flexible inspection policy to optimize inspection cost
and inspection accuracy. IP − {ip} is the set of inspection
policies excluding ip, and Opt (IP − {ip}) is a function to
obtain the optimal inspection policy from this set. In general,
Theorem 2 states that if there are any intentions of quality
deception [i.e., M, Pathv (s0 , s1 ) |= INTEND (happens (qd))],
an inspection policy that measures the product attributes that
the deceiving behaviors aim to deceive should be dispensed
with (i.e., [IP − {ip}]).
Theorem 2 (Optimization of Inspection Policy):
∃ v, (w, s0 , v) ∈ I and M, Pathv (s0 , s1 ) |= INTEND
[happens (qd)]
∧qd = QualityDeception (p, DA, DM, Ci, EA)
∀ ip = InspectionPolicy (qr, ma, sp, c, pr) ∈ IP ∧ ma ∈
EA ⇒ M, ws0 |= suggests (Opt(IP − {ip})).
Since a supplier’s knowledge changes over time, the
belief- and desire-accessible worlds in the BDI model evolve.
Therefore, we develop an execution procedure, as shown
in Fig. 6, to adaptively update the knowledge in the
belief- and desire-accessible worlds at different time points.
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Different types of worlds in a BDI model.

next stage to derive knowledge in the intention-accessible
world using the reasoning mechanism. If the procedure
identifies that the supplier intends to take certain deceiving
actions, an alert is signaled and new suggestions will be
given.
V. E VALUATION

Fig. 6.

Execution procedure.

To evaluate our proposed approach, we implement it in
a prototype system. Its core function is to predict a supplier’s fraud behavior, which can also be done using machine
learning algorithms. Thus, in this paper, we choose three
classic machine learning methods as baselines to assess
our approach. We collect a dataset through a laboratory
experiment that mimics supplier and buyer behaviors in
the quality inspection process of a dairy supply chain. We
evaluate the methods using well-established fraud detection
metrics.
A. Prototype System

The procedure will be executed once the system is ready,
and will continue executing as it contains a repeated loop.
At the beginning of the loop, the new facts of the inspection
environment will be collected to update the belief-accessible
world. These facts can be manifested by relevant events,
such as the identification of previously unknown deception
approaches and changes to inspection policies. The new
facts lead to the actual world evolving to a new state associated with new belief- and desire-accessible worlds. The
knowledge in the desire-accessible world is also updated
with the supplier’s new goals. So, when there are updates
in knowledge bases, the procedure will be executed to the

We implement a prototype system for the proposed BDI
approach in the context of a dairy supply chain using JSP
and MySQL. The core BDI component on a supplier’s possible production behavior is developed by Jadex [39], which is
a BDI reasoning engine that allows for programming intelligent software agents in XML and Java. The system assumes
knowledge about the raw milk production process, such as
feed, cows, and milking, as well as different quality inspection methods. The output of the BDI-based decision support
system (BDI-DSS) is a text message that contains the assessment of fraud risk, as shown in Fig. 7. The reason that we
chose this format is to simplify end-users’ understanding.
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Fig. 7.

Examples of decision support from the BDI-DSS.

B. Gold Standard Data Generation
We collect a dataset through a laboratory experiment that
mimics supplier and buyer behaviors in the quality inspection process of a dairy supply chain. In general, it is
difficult to collect fraud data in the field due to incomplete information in different business parties. Buyers have
inspection results, but they do not know the real milk
quality. Conversely, suppliers know their effort in producing the product, which constitutes the main determinant of
the real quality, but they do not know random effects in
the production process. Furthermore, suppliers are reluctant
to reveal their deceptive behaviors. Laboratory experiments
make it possible to overcome this problem and to conduct
evaluations.
In our laboratory experiment, we invited graduate students in a course on supply chain quality management to
act as buyers and suppliers in a simulated dairy supply
chain. Because the Chinese milk scandal was a well-known
case to these Chinese students, we believe that the students
were competent to act as raw milk suppliers or buyers.
To improve the reliability of the data collected from students, after all participants had an opportunity to read the
instructions, the teachers spent 30 min using PowerPoint
slides to illustrate SCQI examples and formulas, and answer
questions. To confirm their qualification, we gave the students a pretest related to their knowledge of SCQI before
the experiment. The pretest is a questionnaire related to
the knowledge of SCQI and the experiment that participants needed to finish correctly to be qualified to do
the experiment. A further manipulation check of perceived
understanding about the knowledge of supply chain quality management among suppliers (F = 0.105, p > 0.1) and
among buyers (F = 1.383, p > 0.1) indicated no significant
differences.
In our experiment, we implemented three quality dimensions of raw milk for the buyers: 1) protein level (Qprotein );
2) fat level (Qfat ); and 3) antibiotic level (Qantibio ). In
the production step, Qprotein and Qfat are affected by the
choices of suppliers on cow, Icow and feed Ifeed . Qantibio are
affected by the use of antibiotic Iantibio . Moreover, all quality dimensions are affected by random variables representing
uncertainties in the production process. In our setup, good
inputs will generally lead to high quality products and higher
cost.
After the milk is produced, the suppliers can voluntarily choose whether to deceive and how to deceive.
Our experiments implement three ways (deception
steps) for the suppliers to change the milk to improve
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the (observed) quality measures, and the supplier can
repeat each deception step multiple times to enforce the
deception.
1) Dilution: Dilution reduces milk’s unit cost (since more
“milk” is produced), increases Qantibio , and decreases
Qprotein and Qfat .
2) Melamine: Adding melamine can increase the level
of nitrogen and deceive observed Qprotein by relatively
simple inspection methods.
3) Butter: Adding butter can increase the butter level and
deceive Qfat (if the inspection instrument cannot detect
this deception).
The subjects were randomly divided into pairs. Each pair
comprised a supplier for milk production and a buyer for quality inspection. We simplified the domain knowledge in the
experiment scenario, so that the organizational context can be
simulated in the experiment, and the production and inspection is easy to understand by the subjects. The BDI system
uses complicated knowledge. However, the subjects’ decision
is to choose whether to commit fraud, instead of designing
approaches to commit fraud. Thus, the business rationale is
clear for students.
Two rounds of experiment scenarios were employed for
practice. The buyers and suppliers were put into different
scenarios for rounds of transactions (subject to time limits). During the game, both buyer and supplier needed to
make decisions without the support of any DSSs. The subjects were motived to maximize their profit. Thus, the supplier
may gain more profit if her deception is not detected by
the buyer. The buyer gains more profit if she successfully
rejects unqualified milk and accepts high quality milk. The
players who obtain the highest profit were rewarded with
prizes.
In total, we collected data on 439 rounds of transactions
conducted by 86 pairs of students, which contained 128 protein fraud and 109 fat fraud activities. In the back-end of the
experimental platform, we recorded the students’ activities as
the gold standard for our evaluation.
C. Evaluation Metrics
To examine the correctness of fraud detection, we framed
the evaluation as a binary classification problem and adopted
widely used fraud detection performance measures, fraud
detection rate (FDR) and false alarm rate (FAR), in this
paper.
1) FDR: The percentage of fraud transactions that are
correctly rejected. A higher FDR indicates higher
performance of the algorithm.
2) FAR: The percentage of nonfraud transactions that are
incorrectly predicted as fraud. A lower FAR indicates
higher performance of the system.
Note that the expectations on FDR and FAR usually conflict, i.e., a higher FDR may come with a higher FAR. So, we
combined the two measures together as F-measure in information retrieval: F = 2*FDR*(1−FAR)/(FDR+1−FAR). Here
a higher F-measure indicates higher FDR and lower FAR,
which is a better performance.
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TABLE VI
P REDICTION P ERFORMANCE OF THE D IFFERENT A LGORITHMS

D. Baseline Methods
To evaluate the prototype, we need a benchmark for comparison. To the best of our knowledge, there is no available
DSS designed for detecting quality deceptions in supply
chains. However, as solutions to general fraud detection
problems, machine learning is widely utilized in previous
research [40]–[42]. It is possible to use machine learning to
replace the core BDI part of our approach and generate recommendations. Therefore, we compare our proposed approach
with three classic machine learning algorithms: 1) logistic regression; 2) SVM; and 3) neural network (NN). We
conducted experiments using Weka. The machine learning
algorithms were applied to all available information to buyers, including the round of transactions, the contract setup of
the transaction (e.g., price of the qualified product and penalty
for the unqualified product), the input level of feed and cows,
and information regarding milking method. The data inputs
of machine learning algorithms were the same as the BDI
approach, which the data configuration as well as the proposed
BDI approach. We conduct a hold-one-out evaluation in the
main results. So, 438 out of the 439 transactions from the
SCQI laboratory experiment are used as training data, and
one data point is used as testing data. This process is repeated
439 times to obtain the overall performance. The comparison
can inform us about whether our proposed method outperforms established machine learning methods and has value in
application.
E. Experimental Procedure
We frame the evaluation of our proposed approach as
a binary classification problem. Both machine learning methods and BDI approach give suggestions regarding whether or
not a shipment is a fraud. All methods use the same information that is available to buyers about the production process
and supplier characteristics. For each shipment, the models
can give a prediction.
We conduct leave-one-out experiments on the transactions
collected from laboratory experiments. Since we know exactly
what the suppliers do in the experiments, we have the gold
standard for determining whether or not they defraud. By comparing the prediction with the gold standard, we can calculate
the FAR and FDR for evaluation.
F. Results
1) Overall Performance: Table VI compares the prediction
performance of the baseline methods with our proposed

approach in a leave-one-out experiment. As can be seen,
in this particular setup, the SVM method totally fails the
task and determines that no fraud existed in the transactions. The logistic regression approach does a slightly better
job and can detect a handful of protein frauds and a dozen
fat frauds. The NN does a much better job, and can detect
approximately 17%–19% of frauds. Our proposed method
achieves the highest FDR, and can detect approximately
20%–30% of fraud activities. Note that the increase of FDR
is accompanied by a higher FAR. For the F-measure, our
proposed approach still achieves approximately 10%–30%
relative performance improvement over NN. Overall, our
proposed approach obtains significantly better fraud detection performance than the baseline methods, demonstrating its
effectiveness.
In addition to prediction accuracy, we also allowed subjects
to report perceived difficulty [43] and their decision ability in
decision-making through a seven-point Likert scale. Compared
with buyers who made their decision based on deception
guidelines compiled by domain experts, buyers who used the
BDI approach reported a 0.7 point (from 4.7 to 4.0) reduction
of decision difficulty and a 0.5 point (from 4.9 to 5.4) increase
of decision ability, which are significant at 95% and 90%
confidence levels, respectively.
2) Ability to Overcome the Cold-Start Problem: Another
issue that is worth discussing is the relatively low
performances of machine learning algorithms and the difficulty of the problem. We believe one reason that the
problem is difficult is the lack of training data to capture
patterns.
Lacking training data is a common problem in fraud detection. On the one hand, defraud suppliers are often blocked
from further transactions (and fraud activities). Their historical transactions could be defrauding activities, but we
cannot go back in time to obtain corresponding evidence.
On the other hand, fraud constitutes a dynamic process.
Suppliers can change their behavior to different fraud patterns, which makes it difficult to accumulate a large amount
of fraud data for each supplier or each scenario to build
classifiers.
Without sufficient training data, it is difficult to build
a good classifier. To reflect how much the different algorithms rely on the training data, we conducted additional
experiments by performing different folds of cross validation, which changes the size of training data and testing
data used in experiments (from twofold to eightfold cross validation, the training data increase from 50% of the dataset
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Change of performance according to training data size.

to 87.5% of the dataset). Fig. 8 reports the experiment
performance. As can be seen, there is an increasing trend of the
prediction performances in different machine learning algorithms. However, the performance of our proposed approach
is relatively stable. In other words, our proposed approach is
more reliable even if there is insufficient training data, i.e., it
can solve the cold-start problem in building quality inspection
systems.
VI. C ONCLUSION
In this paper, we propose a BDI approach to analyze suppliers’ deception intentions for SCQI. Unlike other approaches
that seek to mathematically optimize flexible inspection policies, the proposed BDI-based approach uses a knowledge
representation framework and a knowledge reasoning process
to better support SCQI. It provides a foundation to design
intelligent systems to monitor and detect quality problems in
a timely and effective manner, based on accurately analyzing
the supplier’s production intention. To illustrate the effectiveness of this approach, we built a prototype and collected
data from a laboratory experiment for evaluation. Comparisons
with classic machine learning methods demonstrated the prototype’s superiority in supporting inspection decision-making
in a supply chain.
The study has significant theoretical and practical implications. Different from the mathematical modeling utilized
in previous research, this paper takes a decision support
system approach to overcome the quality inspection problem
in SCQI. The research shows the feasibility of analyzing different partners’ goals and intentions based on domain-specific
knowledge to identify quality deceptions, and the possibility
of applying knowledge representation and reasoning techniques in supply chain quality decision-making. Empowering
supply chains with such decision systems may alleviate the
quality deception problem, which is critical to manufacturing
companies.
There are several limitations for us to transcend in future
studies. First, we collected data using college students as
human subjects. As compared with specialized dairy workers,
students generally possess less domain knowledge. Second,

consideration of costly research and development-like activities was not included in this paper. Our business problem
of focus concerns employees of buyers in daily operations.
Their decisions are always based on available inspection technologies and the cost of making each inspection (which may
absorb research and development costs). Given these, in most
cases, the interaction between buyer and supplier is not to
create new deception or detection methods. It is instead to
determine a tradeoff of risk and cost in choosing deception
methods. Thus, in this paper, we restricted deception strategies to a closed set. We did not consider potential deception
methods that could be developed in the future. Third, we
developed a modeling approach in our paper, instead of an
expert system to be used in the real world. Due to resource
limitations of this project, we only developed a simple prototype in a simplified experiment scenario for demonstration,
and thus did not include completeness and consistency of
the knowledge base. In the future, we will further improve
the comprehensiveness of the knowledge base and investigate its impact on the SCQI problem. Fourth, a limitation
of this paper is that we only considered the Chinese cultural background, as the experiment was carried out in China.
Furthermore, government and industry regulations will affect
suppliers’ decision-making. In future studies, we will incorporate the culture dimension, and study the effects of different
governing policies on SCQI. In the future, we will also conduct
more analysis on users’ subjective comments, and incorporate
culture and regulation into the study of SCQI. The knowledge retrieval system for belief revision could also be designed
to consistently update the system’s knowledge base, and the
damping effect of time can be considered. Moreover, this
approach can be extended and evaluated in other product
domains for quality monitoring and management systems.
We also believe that the pattern of quality deception is different from unintended quality issues, since suppliers may
dynamically change their fraud activities. More complicated
supply chain environments, such those including the effects of
different contracts and irrationality of suppliers, can be considered in the modeling of quality inspection systems. We
will also examine the modeling of such aspects in future
research.
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A PPENDIX A

A PPENDIX C

Syntax Defined by the Grammar in Backus-Naur Form:

Proof of Theorem 1: Assume that the supplier does not
intend to take action e, but instead she will take action ei .
We can then derive that she believes that the revenue revi that
action ei can lead to is higher than the revenue rev that action
e leads to. This contradicts the assumption that rev > = revi .
Proof of Theorem 2: Let op ∈ IP be the optimal inspection
policy, then op ∈ IP − {ip} ∈ op ∈ {ip}. If op ∈ {ip}, then
op is an inspection policy that measures the attribute that the
deceiving behavior aims to dupe. If carrying out this inspection policy, diagnostic error is expected to occur. Thus, it is
obvious that op ∈ IP−{ip}. Assume that op is not equal to Opt
(IP − {ip}), then Opt (IP − {ip}) is a more efficient inspection
than op, which contradicts our assumption of op.
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